Building Apps at Scale
Accelerating Digital Transformation

3

LOW-CODE WITHOUT LIMITS

Table of Contents
03 INTRODUCTION
04 ACCELERATING DIGITAL TRANSFORMATION
05 MODEL-DRIVEN APPLICATION DEVELOPMENT
08 AUTOMATED SECURITY AND DATA PROTECTION
09 IoT AND SENSOR INTEGRATION
11 THE FASTEST WAY TO BUILD APPLICATIONS
12 AUTOMATION AND PROTOTYPING
13 HIGH FIDELITY USER EXPERIENCES
14 STANDARDIZATION AND REUSABILITY
15 INTEGRATION & ASSEMBLY
16 CONCLUSION

2

Digital transformation requires a new set of IT capabilities and
technologies, which can sometimes be completely disparate
from the technology most are used to. Those that can marry their
expertise with emerging technologies stand the best chance of
competing and winning.
This eBook dives into the specific capabilities for building apps
at scale, and how Kony delivers them as well as the benefit of a
low-code application development platform, for those
applications where speed of development is paramount.
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Accelerating Digital Transformation
automation. Customers such as Rentokil Initial, ENGIE,
and SGN have transformed their delivery organizations to
adopt an “App Factory” type approach to development.
Moving to this type of model has allowed their businesses
to become more agile to market influences and deliver
applications at a lower cost and in a shorter time.

Given internal and external demand, most organizations
have a goal to expand the number of apps in their
portfolio—our experience is that to design, build,
deploy, and manage such a quantity of apps requires
an “industrialized” process if costs are to be managed
and standards maintained. As a result, many Kony
customers are describing this as the need for application
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Model-Driven Application Development
Traditional application development is API-driven with a
focus on API security, transformation, and optimization
of data, along with value added back-end services such
as analytics, storage, engagement, and offline sync. Kony
Quantum provides these traditional back-end capabilities
and is a recognized leader for its depth of services that
support traditional application development.
In addition, Kony Quantum object services extend
beyond traditional back-end services by enabling a
model-driven application development (MDAD) approach
for accelerating the development of applications through
reusable models leveraging smaller, discrete microservice
objects.

The model-driven development approach separates the
presentation layer from the application logic and the
data integration layer. In doing so, it provides a number of
benefits:
• 60% improvement in developer productivity
• Effective design, reusability and object level
testing
• Controlled extensibility
• Dynamic runtime configuration
• Improved support end-to-end diagnostics/
analytics
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MODEL-DRIVEN APPLICATION DEVELOPMENT
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MODEL-DRIVEN APPLICATION DEVELOPMENT

In addition, these benefits don’t just apply to the initial
release of the app; subsequent releases are also three to
four times faster, and new apps can be delivered more
quickly and more efficiently.
Kony Quantum uses a microservices deployment model
where each service—including object services—is
deployed as a separate entity that can be configured,
published, updated, and managed independently.
These services can be deployed once and reused across

multiple applications. Cloning and versioning is also
supported to control which client app is using which
version of a service to avoid cross-team release cycle
dependencies. The following diagram illustrates the
microservices deployment model of Kony Quantum
that separates each of the services into an independent
microservice that is deployed to the application runtime
layer.

Kony Quantum

Kony Quantum Runtime
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Automated Security
and Data Protection
Data security is our number one priority. For a number
of years, health care organizations such as Aetna and
Independence Blue Cross have relied on Kony’s solutions
to deliver patient apps and handle patient data securely.
In an audit report by Cigital Security (a leading security
consultancy) they said, “There are too many layers for an
attacker to even begin justifying an attack on this software
unless it contained some high value reward. Assuming that
this reward existed, it would take an attacker far longer to
compromise the software than the time provided even to
make a dent in the armor…”
Security is and will always be at the very core of Kony’s
solutions. Kony allows you to quickly and easily ensure the
applications you deploy are protected, adhere to industry
regulations, and align to your existing governance policies.

Kony Quantum provides:
• Source Code Protection Library (to protect
source code and business logic)
• Code & Control Flow obfuscation
• White Box Cryptography
• Binary Protection against static and
runtime attacks
We have incorporated security enabling
technologies such as:
• APIs built for security - FIPS 140-2
compliant crypto libraries
• Securely perform Authentication,
Authorization, User & Session
Management, Input Validation, etc. to
prevent man-in-the-middle attacks
(MITM).
…and passed a number of security
certifications and compliance standards
• PCI DSS certified, SSAE 16 SOC 2 compliant
• HIPAA compliant
• ISO 27001:2013 certified
• STIG/SRG compliance with DISA
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IoT and Sensor
Integration
There is an avalanche of innovation in the Internet of Things
(IoT) that will affect many industries, ranging from 3rd Party
wearables, devices from major technology vendors such as Apple
and Microsoft, to other devices that will communicate to cloud
environments or direct to a mobile device. All of these devices
will generate petabytes of data, and integration with the digital
experience development environment will be crucial.
ENGIE, the largest privately owned energy provider in the world,
selected Kony as a key partner for its Digital Transformation
strategy. Key to this selection was Kony’s significant IoT
integration capabilities compared to other vendors.

9

IoT AND SENSOR INTEGRATION
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One of the critical factors to continued success in this
area will be having an open platform architecture. Kony’s
position in the market as the strongest digital experience
development platform vendor means we have the most
open and agnostic solution on the market today.

Data Warehouse

This is absolutely crucial. The ability to integrate with 3rd
party IoT systems and future IoT platforms will enable
businesses and organizations to rapidly react to market
trends and advancements in technology.
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The Fastest Way to Build Apps
To succeed in creating velocity in app development, and
having these apps widely adopted, the design process
must be both fast and accurate. App concepts must be
rapidly and accurately captured, prototyped, iterated,
and approved, ideally by a broad focus group of users,
before they are built. Unlike traditional IT projects,
mobile applications are never truly “finished.” Most
organizations find themselves having to update their app
once every six months and in the case of many B2C apps,

even more frequently. Hence, the design, build, and
update process is ever on-going.
To support this process in the rapid time that app users
expect, four key capabilities are required:

•
•
•
•

Automation and Prototyping
High Fidelity User Experiences
Standardization and Reusability
Integration and Assembly
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Automation and Prototyping
Most of the organizations Kony partners with have identified that
all user types have a stake in the ideation, prototyping, design, and
development of applications. With Kony Quantum, the world of omnichannel application creation is opened up to a broad set of users,
through Quantum’s unique approach to development and design. With
a WYSIWYG canvas and design toolsets, designers can easily create
nuanced application UI and UX without compromise. These application
designs can then be advanced into highly engaging application
interactions using the no/low code Action Editor and App Preview
functions. Application prototyping does not end with the design and
interaction, however. By using Quantum’s unique no-code integration
tools such as mapping editor, the design and interaction can be hooked
into data from the enterprise with only a few clicks.
Kony Quantum allows members across the organization to ideate
quickly throughout the design and define process with App Preview,
the native application preview and collaboration tool. With App Preview,
stakeholders around the world can easily collaborate throughout the
entire app software development lifecycle.
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High Fidelity User
Experiences
Omni-channel applications put the user at the center of
the user experience. Research shows that a poor user
experience will result in a poor adoption of applications,
and low rates of value-added transactions. Kony
Quantum’s next generation application canvas enables
designers, business users, and developers to create
next-generation user experiences that can adhere to
the human interface guidelines of each of the supported
device platforms. Applications built with Kony Quantum
can take advantage of all of the low-level native drawing
capabilities, and can leverage the native hardware
capabilities, without compromise.
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Standardization and
Reusability
The reuse of common components and assets across
applications and platforms is critical to realizing the
efficiency in the app automation and micro services
architecture. Kony Quantum provides enterprise-grade
capabilities to define such common components and use
them across any number of applications and device types.
Such components can consist of simple assets, user
interface elements, and application components including
back-end integration services services and code libraries.
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Integration & Assembly
One of the biggest challenges in the creation of any application
is gaining access to data from your back-end systems and then
being able to transform and optimize that data for a mobile device.
Mobile optimization means that you need to be able to take
potentially large data sets and provide specific data for display
on a much smaller form factor in an environment that is often
characterized by limited or intermittent network connectivity.
The back-end-service layer allows you to not only create Identity,
Integration, Orchestration, Sync, and Engagement services, but
also fosters reuse to accelerate the development and deployment
of future applications. As such, your IT environment is supported to
handle the unique requirements of mobility.
By seamlessly integrating all the capabilities a development
team needs to build, secure, and manage their application, Kony
Quantum addresses these requirements and eliminates the
complexity of application development resulting in a faster, more
efficient assembly process.
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Conclusion
Lists of platform features is one thing, but if you cannot successfully
combine the right people and delivery process with the right technology
to execute app building at scale, then you will not be successful. How the
development platform is designed to be driven in order to achieve success
is a key area Kony has, and will continue to invest in. Ultimately, 100% of
our business is built on the back of our solution. This means that every part
of our organization is laser focused on the Kony solution being the most
comprehensive, secure, advanced, and simple to use Digital Experience
Development Platform available.
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LOW-CODE WITHOUT LIMITS

Kony is leader in digital experience development platforms
and in the low-code application development market. Our
next-generation low-code application development platform,
Kony Quantum, provides low-code without limits allowing
customers to quickly deliver rich digital experiences. For
more information, please visit www.kony.com/quantum

To learn more contact us at:
Phone: 1.888.323.9630 | info@kony.com | www.kony.com
© 2019 Kony, Inc. All rights reserved.
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